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PROBLEM TO BE SOLVED: To maintain high security independently of a 
tamper resistance of an information input device. 

SOLUTION: The device 100 is provided with a conversion means 102 that 
converts an image signal into digital information, an encryption means 104 that 
encrypts the digital information, an encryption key entry means 109 that enters 
externally an encryption key by which the encryption means 104 conducts 
encryption, and an encryption key delete means 105 that deletes the encryption 
key after the encryption means 104 finishes encryption of the digital information. 
Thus, encryption key (decoding key) to decode the encrypted information cannot 
be obtained by a third party. 
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CLAIMS 



[Claim(s)] 

[Claim 1] The picture input device characterized by having a conversion means 
to change a picture signal into digital information, an encryption means to 
encipher said digital information using an encryption key, and an encryption key 
elimination means to eliminate said encryption key after said encryption means 
completes encryption of said digital information. 

[Claim 2] It is the picture input device according to claim 1 which said conversion 
means has the coding means which carries out high efficiency coding of said 
digital information, and is characterized by said encryption means enciphering 
said digital information which carried out high efficiency coding. 
[Claim 3] It is the picture input device according to claim 1 or 2 which has an 
image pick-up means to photo a photographic subject and to generate a picture 
signal, and is characterized by said conversion means changing into digital 
information the picture signal generated by said image pick-up means. 
[Claim 4] A picture input device given in any 1 term of claims 1-3 characterized 
by providing an encryption key input means to input said encryption key from the 
outside. 



[Claim 5] A picture input device given in any 1 term of claims 1-3 characterized 
by providing an encryption key generating means to generate said encryption 
key inside. 

[Claim 6] Said encryption key is a picture input device according to claim 4 or 5 
characterized by being an encryption key for common-key-encryptosystem-izing. 
[Claim 7] The picture input device according to claim 5 characterized by 
outputting the internal encryption key which possessed the interface which 
inputs from the outside the internal encryption key generated with said 
encryption key generating means, and was enciphered through said interface. 
[Claim 8] It is the picture input device according to claim 7 which said internal 
encryption key is an encryption key for common-key-encryptosystem-izing, and 
is characterized by said external encryption key being an encryption key for 
public-key-encryption-izing. 

[Claim 9] A picture input device given in any 1 term of claims 1-8 characterized 
by providing the means of communications which outputs said enciphered digital 
information outside. 

[Claim 10] A picture input device given in any 1 term of claims 1-9 characterized 
by providing a record means to record said enciphered digital information. 
[Claim 1 1] The image input approach characterized by performing transform 
processing which changes a picture signal into digital information, encryption 



processing which enciphers said digital information using an encryption key, and 
encryption key elimination processing which eliminates said encryption key after 
completing encryption of said digital information. 

[Claim 12] The image input approach according to claim 1 1 which carries out 
high efficiency coding of said digital information, and is characterized by 
enciphering said digital information by which high efficiency coding was carried 
out. 

[Claim 13] The image input approach according to claim 11 or 12 characterized 
by generating said picture signal by image pick-up processing which photos a 
photographic subject. 

[Claim 14] The image input approach given in any 1 term of claims 11-13 
characterized by performing output processing which outputs said enciphered 
digital information outside. 

[Claim 15] The image input approach given in any 1 term of claims 11-14 
characterized by performing record processing which records said enciphered 
digital information. 

[Claim 16] The storage characterized by storing the program for operating a 
computer as each means according to claim 1 to 10. 
[Claim 17] The storage characterized by storing the program for making a 
computer perform the procedure of the image input approach of a publication in 



any 1 term of claims 11-15. 

[Claim 18] The picture input device characterized by having a conversion means 
to change a picture signal into digital information, an encryption means to 
encipher said digital information, and an encryption key input means to input an 
encryption key for said encryption means to encipher from the outside. 
[Claim 19] The storage characterized by memorizing the key for decoding said 
digital information as which it can detach and attach freely to the picture input 
device which has a conversion means to change a picture signal into digital 
information, and an encryption means to encipher said digital information, and 
said encryption means enciphers it, and which was sake [ digital information ] 
and enciphered. 

[Claim 20] The picture input device characterized by having a conversion means 
to change a picture signal into digital information, an image encryption means to 
encipher said digital information with an internal encryption key, a key encryption 
means to encipher said internal encryption key, and an encryption key input 
means to input an encryption key for said key encryption means to encipher from 
the outside. 

[Claim 21] The storage characterized by to memorize the decode key for 
decoding an encryption key and said internal encryption key which were 
enciphered being able to detach and attach freely to the picture input device 



which has a conversion means change a picture signal into digital information, 
an image encryption means encipher said digital information with an internal 
encryption key, and a key encryption means encipher said internal encryption 
key, and said key encryption means enciphering. 



DETAILED DESCRIPTION 

[Detailed Description of the Invention] 
[0001] 

[Field of the Invention] This invention relates to a storage at a picture input 

device and an approach list. 

[0002] 

[Description of the Prior Art] Picture input devices, such as a still camera, a video 
camera, or a scanner, input the picture signal of a picture signal, a dynamic 
image, a static image, etc. which photoed the photographic subject and were 
obtained, and he changes and outputs it to the format which can be reproduced 
as image information, or is trying to record it on a storage using a recording 



device. 

[0003] Since said storage can be saved over a certain amount of long period of 
time, it is convenient for admiring said saved image information later, or reusing 
it. Moreover, a regenerative apparatus forms an image significant to **** from the 
image information recorded on said storage, and reproduces an image using 
output units, such as a printer and a display. 

[0004] Recently, said picture input device realized with the analog form is being 
conventionally switched gradually to the thing of a digital method by progress of 
a digital technique. After in almost all cases the picture input device of these 
digital methods catches the candidate for photography for an input optically, 
carries out photo electric conversion of it, generates an electrical signal and 
subsequently carries out an analog / digital conversion, it is made to perform a 
predetermined image processing. And it outputs as digital information of the 
format that the image/image information formed as the result were able to be 
defined beforehand. 

[0005] Here, the format defined beforehand means the thing of the sign by the 
information source coding method to an image/image information, such as MH, 
MR, MMR, TIFF, and JPEG, MPEG. 

[0006] And when a regenerative apparatus outputs the information decoded and 
formed from the sign by using the decode algorithm to output units, such as a 



printer and a display, it is the information which human being can understand as 
an image/an image. 

[0007] Below, the image/image information outputted as digital information of the 
above-mentioned format defined beforehand are called the image/image 
information by which information source coding was carried out. It is very easy to 
incorporate the image / image information by which information source coding 
was carried out, or the image/image information decoded from it to an 
information processor like a personal computer, and to edit it using the image / 
image information edit processing software corresponding to the format. 
[0008] The image quality when reproducing the image / image information by 
which information source coding was carried out, or the information which edited 
it is completely the same as that of the original. In the case of the conventional 
analog form, although the limit was imposed on the image processing since edit 
and a duplicate had surely brought about degradation of image quality, the 
digital method brought about improvement in overwhelming convenience at this 
point. 

[0009] By the way, repeating a duplicate in the conventional analog form had 
that it posed [ little ] a big problem actually, even if it might say that an illegal 
duplicate action was performed although surely accompanied by degradation of 
image quality therefore. Therefore, especially the method of forbidding such an 



unjust duplicate action was not established. 

[0010] However, since it is possible to generate the completely same duplicate 
as the original to ****** by the digital method, if anyone can perform a duplicate 
action freely, since the need that a consumer pays the countervalue to the 
admiration right of a work to the manufacturer of image works, such as a movie, 
etc. is lost, it is clear to become a big threat to the manufacturer of a work etc. 
[0011] Or when the image/image information used as the original of a work are 
recorded on the computer as another example as image information by which 
information source coding was carried out, a cracker accessing the computer, 
reproducing its image/image information unfairly, and selling at a price cheaper 
than the work product of normal or newly editing the work and selling as other 
works are also considered. 

[0012] The cure using the technique of the code described below to the problem 
of the above duplicates of digital information is effective. In addition, a code 
means changing information so that informational semantics may not be 
understood those days other than a person. 

[0013] In a code, the original sentence is called plaintext. Moreover, it is called 
encryption to change into the cipher as which a third person does not 
understand semantics for it, and the conversion procedure is called 
cryptographic algorithm. Even if it calls it a plaintext and a cipher, it does not 



necessarily restrict to a text, and all information, such as data, voice, and an 
image, is assumed. 

[0014] Encryption is conversion depending on a parameter called an encryption 
key. It is called decode that a person concerned returns a cipher to the original 
plaintext, and it is performed using the parameter (it is called a decode key) 
corresponding to an encryption key. 

[0015] Moreover, it is called decode that third persons other than a person 
concerned return a cipher to the original plaintext or to find out a decode key. If it 
is made to come back to the key which uses the safety of a code for a code or 
decode and a key is not known, even if it knows cryptographic algorithm, the 
plaintext is made from the present-day code so that it may not be obtained. 
Therefore, the implementer of a code machine cannot do decode, either. 
[0016] Although there are many algorithms in a code, it classifies into two, an 
unsymmetrical code (public key encryption) and a symmetrical code (common 
use code), according to below from a viewpoint of whether to be able to exhibit 
an encryption key. 

[0017] It is also called public key encryption and an encryption key differs from a 
decode key, a decode key can calculate an unsymmetrical code no longer easily 
from an encryption key, it calls an encryption key a public key, and says the thing 
of the code used for a decode key, holding secretly. 



[0018] The unsymmetrical code has the following descriptions. 

(1) Since an encryption key differs from a decode key and an encryption key can 
be exhibited, it is not necessary to deliver an encryption key secretly, and key 
delivery is easy. 

(2) Since each user's encryption key is exhibited, the user should memorize only 
each one of decode keys in secret. 

(3) An authentication function for an addressee to check that the transmitting 
person of the sent correspondence is not imitation and that the correspondence 
is not altered is realizable. As an unsymmetrical code which can realize a code 
function and an authentication function, there is RSA cryptograph (R. L.Rivest, 
A.Shamir and L.Adleman, and "A method ofobtaining digital signatures and 
public key cryptosytems" Comm of ACM). 

[0019] Moreover, in addition to this, an EIGamal cryptosystem (472 31 T. 
E.EIGamal, "A public key cryptosystem and a signaturescheme based - discretre 
logarithms", IEEE Transaction on Information Theory, Vol. IT- No. 4, pp-469- 
1985) is famous. 

[0020] As an unsymmetrical code which can realize only an authentication 
function Fiat-Shamir code (A.) [ Fiat, A.Shamir, ] [ "How to prove 
yourselfipractical solutions of identification and ] signature problems, ", and 
Proc.of CRYPTO' -- 86 and 1987 - A Schnorr code (C. P.Schnorr, "Emcient 



signature generationby smart cards, "Journal of Cryptolgyvol 4, pp. 161 -174, and 
1991) are famous. 

[0021] An encryption key and a decode key are the same codes, and the 
symmetry code is also called the common key encryptosystem. Public key 
encryption appears late in the 1979s, and the symmetry code which exists from 
the former also came to be called a common use code. 

[0022] A symmetry code can be divided into the block cipher enciphered with the 
same key to every [ of suitable die length ] character string (block), and the 
stream cipher which changes the key for every character string or bit. 
[0023] There are a transposition cipher which replaces the sequence of an 
alphabetic character and is enciphered, a substitution type code which changes 
an alphabetic character to other alphabetic characters in a block cipher, and 
DES (Data Encryption Standard) to which the algorithm is opened, and a code 
called FEAL (Fastdata Encipherment ALgorithm) are widely used as a 
commercial code. 

[0024] Stream cipher is a method which carries out XOR (exclusive OR) of the 
random number to a message, and carries out disturbance of the contents, and 
is famous for the Barnum code using the random number sequence of an infinity 
period as a disposable key only for 1 time. 

[0025] If it enciphers to the image/image information recorded on a computer etc. 



using the technique of the above code and the decode key is kept safely, even if 
the information which enciphered the cipher, i.e., an image/image information, 
will be stolen and reproduced, since it does not mean that the image / the image 
information itself were stolen, it does not suffer damage. That is, it is thought that 
the problem of the above duplicates is solvable. 

[0026] However, since encryption was performed on the computer after an 
image/image information was conventionally outputted to the computer etc., it 
existed as the image/image information by which information source coding was 
carried out after an image/image information is outputted from a picture input 
device until it was enciphered on the computer, and there was a problem that an 
image/image information will be stolen in the meantime. 

[0027] There is the coping-with method which enciphers inside a picture input 
device to this problem. At this time, it is necessary to incorporate encryption **** 
so that an image/image information before being enciphered may not be taken 
out outside. 

[0028] A sensor forms in forming the encryption section into IC chip, and the 
interior of the encryption section which formed into IC chip further so that it may 
become difficult physically to take out the program stored in the interior and data 
as such a means, and when the physical actuation which is going to take out the 
data inside IC chip detects, the thing of eliminating and destroying the program 



and the data of the interior can consider. The resistance over the attack from 

such the outside is called tamper resistance (Tamper Resistance). 

[0029] 

[Problem(s) to be Solved by the Invention] In the picture input device 
incorporating the encryption section which has tamper resistance, in order not to 
weaken the reinforcement, the value of immobilization is beforehand recorded 
on equipment as an encryption key, and, as for the value, it is common that it 
cannot change easily. 

[0030] when one key is assigned to one equipment, and two or more users share 
and use it, there is no encryption (secrecy) function among those users— alike 
and equal. 

[0031] Although there is also a method of preparing two or more keys 
beforehand and on the other hand using a separate key for every user, the 
amount of memory of the encryption section inside equipment increases at this 
time, and the problem which leads to the rise of cost arises. 
[0032] Anyway, there was a problem that it could not respond according to an 
individual to many and unspecified users. Furthermore, equipment or the 
medium which have these tamper resistances did not restrict having the property 
forever, but also had a possibility that the property might be easily cancelled by 
the new attack means. 



[0033] This invention aims at enabling it to maintain safety in view of the 
above-mentioned trouble, without being dependent on the tamper resistance of 
an information input device. 
[0034] 

[Means for Solving the Problem] The picture input device of this invention is 
characterized by having a conversion means to change a picture signal into 
digital information, an encryption means to encipher said digital information 
using an encryption key, and an encryption key elimination means to eliminate 
said encryption key after said encryption means completes encryption of said 
digital information. 

[0035] Moreover, in the place by which it is characterized [ of the picture input 
device of this invention / other ], said conversion means has the coding means 
which carries out high efficiency coding of said digital information, and it is 
characterized by said encryption means enciphering said digital information 
which carried out high efficiency coding. 

[0036] Moreover, it has an image pick-up means for the place by which it is 
characterized [ of others of the picture input device of this invention ] to photo a 
photographic subject, and to generate a picture signal, and said conversion 
means is characterized by changing into digital information the picture signal 
generated by said image pick-up means. 



[0037] Moreover, the place by which it is characterized [ of others of the picture 
input device of this invention ] is characterized by providing an encryption key 
input means to input said encryption key from the outside. 
[0038] Moreover, the place by which it is characterized [ of others of the picture 
input device of this invention ] is characterized by providing an encryption key 
generating means to generate said encryption key inside. 

[0039] Moreover, the place by which it is characterized [ of others of the picture 
input device of this invention ] is characterized by said encryption key being an 
encryption key for common-key-encryptosystem-izing. 

[0040] Moreover, the place by which it is characterized [ of others of the picture 
input device of this invention ] possesses the interface which inputs from the 
outside the internal encryption key generated with said encryption key 
generating means, and is characterized by outputting the internal encryption key 
enciphered through said interface. 

[0041] Moreover, it is characterized by for said internal encryption key being an 
encryption key for common-key-encryptosystem-izing the place by which it is 
characterized [ of others of the picture input device of this invention ], and said 
external encryption key being an encryption key for public-key-encryption-izing. 
[0042] Moreover, the place by which it is characterized [ of others of the picture 
input device of this invention ] is characterized by providing the means of 



communications which outputs said enciphered digital information outside. 
[0043] Moreover, the place by which it is characterized [ of others of the picture 
input device of this invention ] is characterized by providing a record means to 
record said enciphered digital information. 

[0044] The image input approach of this invention is characterized by performing 
transform processing which changes a picture signal into digital information, 
encryption processing which enciphers said digital information using an 
encryption key, and encryption key elimination processing which eliminates said 
encryption key after completing encryption of said digital information. 
[0045] Moreover, the place by which it is characterized [ of the image input 
approach of this invention / other ] carries out high efficiency coding of said 
digital information, and is characterized by enciphering said digital information by 
which high efficiency coding was carried out. 

[0046] Moreover, the place by which it is characterized [ of others of the image 
input approach of this invention ] is characterized by generating said picture 
signal by image pick-up processing which photos a photographic subject. 
[0047] Moreover, the place by which it is characterized [ of others of the image 
input approach of this invention ] is characterized by performing output 
processing which outputs said enciphered digital information outside. 
[0048] Moreover, the place by which it is characterized [ of others of the image 



input approach of this invention ] is characterized by performing record 
processing which records said enciphered digital information. 
[0049] Moreover, the storage of this invention is characterized by storing the 
program for operating a computer as said each means. 

[0050] Moreover, the place by which it is characterized [ of the storage of this 
invention / other ] is characterized by storing the program for making a computer 
perform the procedure of said image input approach. 

[0051] Moreover, the place by which it is characterized [ of others of the picture 
input device of this invention ] is characterized by having a conversion means to 
change a picture signal into digital information, an encryption means to encipher 
said digital information, and an encryption key input means to input an 
encryption key for said encryption means to encipher from the outside. 
[0052] Moreover, the place by which it is characterized [ of others of the storage 
of this invention ] can be freely detached and attached to the picture input device 
which has a conversion means to change a picture signal into digital information, 
and an encryption means to encipher said digital information, and is 
characterized by memorizing the key for decoding said digital information as 
which said encryption means enciphers it and which was sake [ digital 
information ] and enciphered. 

[0053] Moreover, the place by which it is characterized [ of others of the picture 



input device of this invention ] is characterized by to have a conversion means 
change a picture signal into digital information, an image encryption means 
encipher said digital information with an internal encryption key, a key encryption 
means encipher said internal encryption key, and an encryption key input means 
input an encryption key for said key encryption means to encipher from the 
outside. 

[0054] Moreover, the place by which it is characterized [ of others of the storage 
of this invention ] A conversion means to change a picture signal into digital 
information, and an image encryption means to encipher said digital information 
with an internal encryption key, It can detach and attach freely to the picture 
input device which has a key encryption means to encipher said internal 
encryption key, and is characterized by memorizing the decode key for decoding 
an encryption key and said enciphered internal encryption key for said key 
encryption means enciphering. 

[0055] Since this invention consists of said technical means, an encryption key is 
eliminated from an information input unit after encryption termination, and it 
becomes possible to maintain safety, without it becoming impossible for a third 
person to get an encryption key (decode key) for this to decode the enciphered 
information, and being dependent on the tamper resistance of an information 
input unit. 



[0056] Moreover, since an encryption key (decode key) is inputted using an 
interface with the exterior, while according to other descriptions of this invention 
being able to respond to many and unspecified users and being able to save the 
time and effort of actuation of human being, an encryption key can lessen a 
possibility that it may be stolen by the third person. 
[0057] 

[Embodiment of the Invention] (Gestalt of the 1st operation) Next, the gestalt of 
operation of the 1st of a storage in the picture input device and approach list of 
this invention is explained to reference for drawing 1 . 

[0058] Drawing 1 is the block diagram showing the outline of the picture input 
device of the gestalt of this operation, for image pick-up equipment and 2, as for 
the memory for control programs, and 4, a central information processor (CPU) 
and 3 are [ 1 / working-level month memory and 5 ] encryption machines, and it 
is shown that this serves as the module 10 by which closure unification was 
carried out so that it might have tamper resistance. 

[0059] In the picture input device of the gestalt of this operation, the object to 
read is picturized with image pick-up equipment 1, the picture signal of an 
analog is generated, and it is made to perform digital transform processing which 
changes this into a digital image signal. 

[0060] Said image pick-up equipment 1 is controlled so that a good image is 



obtained by the program stored in the memory 3 for control programs, and it 
operates so that image data may be outputted as the result. 
[0061] Next, after an image processing etc. is performed to this image data in 
CPU2, it is changed into the image/image information by which information 
source coding (high efficiency coding) was carried out, and is inputted into the 
encryption machine 5. By making into a parameter the encryption key inputted 
from an external interface 7, the encryption machine 5 performs encryption to an 
input in the interior, and generates and outputs a cipher. The outputted image 
data which was enciphered is memorized by the non-illustrated storage. An 
external interface 7 is an interface which receives an encryption key from the 
equipment exterior, or is used since an encryption key is outputted from the 
inside of equipment. 

[0062] In the aforementioned configuration, data or the contents of a 
communication link which exist in image pick-up equipment 1, CPU2, the 
memory 3 for control programs, the working-level month memory 4, and the 
interior of the encryption machine 5 cannot be acquired from the exterior 
according to the description of tamper resistance. 

[0063] Next, the combination of the specification method of the cipher system 
and encryption key which are used for encryption is explained. The cipher 
system to be used has two cases, public key encryption and a common key 



encryptosystem. To use a common key encryptosystem, it is necessary to 
specify an encryption key not known by the others. On the other hand, when 
using public key encryption, it is not necessary to specify that it is not necessarily 
known by the others since an encryption key can be exhibited. 
[0064] The specification method of an encryption key has the following 
approaches. That is, the 1st approach is an approach which the memory 3 for 
control programs is made to memorize, when manufacturing equipment. 
Moreover, the 2nd approach is the approach of inputting from the actuation 
switch 8, and the 3rd approach is the approach of inputting from an external 
interface 7. 

[0065] The 1st approach is divided, when making a key which is different in each 
of equipment memorize further, and when making the key common to a certain 
kind of all equipments memorize. However, it must apply so that only the person 
of normal using the equipment of the fake another place may know the decode 
key corresponding to an encryption key in the case of which, and difficulty may 
be actually accompanied by the employment. 

[0066] Since the 2nd approach can carry out the direct input of the encryption 
key with which the user of equipment itself knows himself to equipment, there 
are few possibilities that other persons may get to know an encryption key, and it 
has the advantage whose safety improves rather than the 1st approach. 



However, since the key which human being tends to treat cannot necessarily be 
defined freely, human being may memorize or, in the case of the key of 
magnitude or the contents difficult for inputting, the actuation may become with a 
troublesome thing. 

[0067] The 3rd approach is the approach of connecting the suitable external 
device for an external interface 7, and inputting a cryptographic key into a picture 
input device from the external device. If the communication link for inputting a 
key is made to be performed with the question of an external device and a 
picture input device automatically when adopting this approach, human being's 
time and effort will be mitigated. 

[0068] Next, the case where an IC card is adopted as an external device 
connected to an external interface 7 is explained. The user of a picture input 
device carries an IC card with a certain amount of anamnesis and count capacity, 
and presupposes into it that the encryption key which only the user knows, and a 
corresponding decode key are memorized. 

[0069] It is thought that disassembling an IC card and obtaining the encryption 
key can be manufactured so that it may become very difficult. When a user uses 
a picture input device, its own IC card is connected to an external interface 7. It 
enciphers by the cryptographic key into which the photoed image is inputted 
from an IC card, and a picture input device is outputted and eliminates the 



inputted encryption key after encryption termination. 

[0070] When it does in this way, only the user with a corresponding decode key 
can decode the enciphered image information. Since a user connects his own IC 
card to an external interface and should just perform photography actuation at 
the time of actuation, there are few burdens on actuation than the 2nd approach. 
[0071] They may be combined with the case where public key encryption or a 
common key encryptosystem is independently used as a cipher system. Even if 
it specifies an encryption key and enciphers by which approach, the cipher can 
be decoded using a corresponding decode key, and it is possible to obtain the 
image information by which information source coding was carried out. 
[0072] As an example, the case where a common key encryptosystem is used 
independently is described. As shown in drawing 1 , IC card 20 is used as an 
external device. It is, when the means of communications for inputting an 
encryption key into said IC card 20 as the cryptographic key generation means 
of a common key encryptosystem at a picture input device is prepared. 
[0073] An encryption key is generated by generating a random number, and 
makes the activation easy. A user connects IC card 20 to a picture input device 
through an external interface 7, and performs photography actuation. IC card 20 
connected to the external interface 7 transmits the generated encryption key to a 
picture input device through means of communications. 



[0074] A picture input device enciphers with the encryption vessel 5, and outputs 
the image photoed using the inputted encryption key. And after the encryption 
key used in order to generate this code completes encryption, it is eliminated 
from the memory of a picture input device. If a user connects IC card 20 to an 
information processor, an information processor can decode the image 
outputted from the picture input device using the encryption key read from IC 
card 20. 

[0075] In addition, a scanner, a still camera, a video camera, etc. can be 
considered as a picture input device explained above. Otherwise, it is possible to 
apply this invention also to a copying machine or facsimile. Furthermore, it is 
clear that this invention is applicable about the information input unit of 
arbitration, such as a keyboard, a mouse, a pen tablet, a sensor, and a touch 
panel. 

[0076] (Gestalt of the 2nd operation) Next, the case where public key encryption 
and a common key encryptosystem are combined as a cipher system is 
explained. Suppose that the encryption key generation means of public key 
encryption and means of communications with a picture input device are 
arranged by the IC card, using an IC card as an external device. The 
random-number-generation means, the public-key-encryption-ized means, and 
the common key encryptosystem-ized means shall be built in the picture input 



device. 

[0077] A user connects an IC card to a picture input device, and performs 
photography actuation. The connected IC card communicates the encryption 
key (below, it is called a public key) of public key encryption to a picture input 
device. 

[0078] Using the generated encryption key, a picture input device enciphers with 
a built-in common key encryptosystem-ized means, and outputs the image 
which generated and photoed the encryption key for 
common-key-encryptosystem-izing using the random-number-generation means 
formed in the random number generator. 

[0079] The encryption key for the common-key-encryptosystem-izing is 
enciphered and outputted to it and coincidence with a public-key-encryption-ized 
means using the public key into which it was inputted. The encryption key for 
common-key-encryptosystem-izing is eliminated from the memory of a picture 
input device after encryption termination. 

[0080] A user connects an IC card to an information processor, decodes the 
encryption key for common-key-encryptosystem-izing enciphered with the public 
key encryption outputted from the picture input device with the private key 
corresponding to the public key in which it is stored by the IC card, and gets the 
encryption key used for common-key-encryptosystem-izing. And the encryption 



image outputted from the picture input device is decoded using the encryption 
key. 

[0081] Drawing 2 is a functional block diagram explaining each means 
constituted by the computer system which consists of the central information 
processor 2 of drawing 1 , memory 3 for control programs, and working-level 
month memory 4. 

[0082] As shown in drawing 2 , the picture input device 100 of the gestalt of this 
operation has the image pick-up means 101, the conversion means 102, the 
coding means 103, the encryption means 104, the encryption key elimination 
means 105, means of communications 107, the record means 108, and the 
encryption key means forming 109. 

[0083] Said image pick-up means 101 photos a photographic subject, and 
generates a picture signal, and the conversion means 102 is for changing said 
picture signal into digital information. 

[0084] Moreover, the coding means 103 carries out high efficiency coding of said 
digital information, and the encryption means 104 is for enciphering said 
encoded digital information. 

[0085] The encryption key means forming 109 is for inputting an encryption key 
for said encryption means enciphering from generating or the outside, and the 
encryption key elimination means 105 eliminates said encryption key, after said 



encryption means completes encryption of digital information. 
[0086] Means of communications 107 outputs said enciphered digital information 
outside, and the record means 108 records said enciphered digital information 
on a storage. 

[0087] Next, the image input approach of the picture input device constituted as 
mentioned above is explained, referring to the flow chart of drawing 3 . As shown 
in drawing 3 , in the first step S1, the picture input device 100 of the gestalt of 
this operation photos a photographic subject with the image pick-up means 101, 
and generates a picture signal. 

[0088] Next, it progresses to step S2 and the conversion means 102 performs 
transform processing which changes said picture signal into digital information. 
Then, it progresses to step S3 and high efficiency coding of said digital 
information is carried out with the coding means 103. 

[0089] Next, it progresses to step S4 and encryption key formation processing in 
which the encryption key for enciphering said encoded digital information is 
inputted from generating or the outside by the encryption key means forming 109 
is performed. Next, it progresses to step S5 and said encoded digital information 
is enciphered with the encryption means 104 using said encryption key. 
[0090] Next, it progresses to step S6, and after completing encryption of said 
digital information, encryption key elimination processing which eliminates said 



encryption key with the encryption key elimination means 105 is performed. 
[0091] Since an encryption key is eliminated after encryption termination 
according to the image input approach of the gestalt this operation as explained 
above, it becomes impossible for a third person to get the encryption key 
(decode key) for decoding the enciphered information. 

[0092] Therefore, in the case of the picture input device of the gestalt of this 
operation, safety can be maintained, without being dependent on the tamper 
resistance of an information input device. And it can respond now to many and 
unspecified users by inputting an encryption key (decode key) into an 
information input unit using an external interface 7. 

[0093] Convenience and safety can be raised to coincidence, without being able 
to save the time and effort of actuation of human being, and being able to lessen 
by this, a possibility that an encryption key may be stolen by the third person, 
and increasing the amount of memory. 

[0094] (Other operation gestalten of this invention) Even if it applies this 
invention to the system which consists of two or more devices (for example, a 
host computer, an interface device, a reader, a printer, etc.), it may be applied to 
the equipment which consists of one device. 

[0095] Moreover, so that the function of the operation gestalt mentioned above 
may be realized and various kinds of devices may be operated As opposed to 



the computer in the equipment connected with said various devices, or a system 
The program code of the software for realizing the function of said operation 
gestalt is supplied. What was carried out by operating said various devices 
according to the program stored in the computer (CPU or MPU) of the system or 
equipment is contained under the category of this invention. 
[0096] Moreover, the function of the operation gestalt which the program code of 
said software itself mentioned above in this case will be realized, and the 
storage which stored the means for supplying that program code itself and its 
program code to a computer, for example, this program code, constitutes this 
invention. As a storage which memorizes this program code, a floppy disk, a 
hard disk, an optical disk, a magneto-optic disk, CD-ROM, a magnetic tape, the 
memory card of a non-volatile, ROM, etc. can be used, for example. 
[0097] Moreover, by performing the program code with which the computer was 
supplied, also when [, such as OS (operating system) or other application 
software with which the function of the above-mentioned operation gestalt is not 
only realized, but the program code is working in a computer, ] the function of the 
above-mentioned operation gestalt is realized jointly, it cannot be 
overemphasized that this program code is contained in the operation gestalt of 
this invention. 

[0098] Furthermore, after stored in the memory with which the functional 



expansion unit by which the supplied program code was connected to the 
functional add-in board and the computer of a computer is equipped, also when 

V 

the function of the operation gestalt which performed a part or all of processing 
that CPU with which the functional add-in board and functional expansion unit 
are equipped based on directions of the program code is actual, and mentioned 
above by the processing is realized, it cannot be overemphasized that it is 
contained in this invention. 
[0099] 

[Effect of the Invention] Since the encryption key was eliminated from the 
information input unit after encryption termination according to invention of this 
application as explained above, it can avoid obtaining a third person in the 
encryption key (decode key) for decoding the enciphered information. Thereby, 
high safety can be maintained, without being dependent on the tamper 
resistance of an information input device. 

[0100] Moreover, convenience and safety can be raised to coincidence, without 
according to other descriptions of this invention, being able to respond to many 
and unspecified users, being able to save the time and effort of actuation of 
human being, and being able to lessen a possibility that an encryption key may 
be stolen by the third person, and increasing the amount of memory, since the 
encryption key (decode key) was inputted into the information input unit using 



the interface with the exterior. 



DESCRIPTION OF DRAWINGS 
[Brief Description of the Drawings] 

[Drawing 1] It is the block diagram showing the configuration of the picture input 
device with an encryption function concerning the gestalt of operation of this 
invention. 

[Drawing 2] It is the functional block diagram showing the functional 
configuration of the picture input device with an encryption function concerning 
the gestalt of operation of this invention. 

[Drawing 3] It is the flow chart which shows an example of the image input 
approach of this invention. 
[Description of Notations] 
1 Image Pick-up Equipment 



2 CPU 

3 Memory for Control Programs 

4 Working-level Month Memory 

5 Encryption Machine 

6 Mechanical Movement Section 

7 External Interface 

8 Actuation Switch 

100 Picture Input Device 

101 Image Pick-up Means 

102 Conversion Means 

103 Coding Means 

104 Encryption Means 

105 Encryption Key Elimination Means 

107 Means of Communications 

108 Record Means 

109 Encryption Key Means Forming 
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^Kti, ma^rm{&* i c*-F*»6A*«ft*«»* 

^T'Bi^fbLTtli^ L> A^^ftfcBg^fbM^Bf^fb^ 

[0070] co.fc^tc-rsi:, Ht^fk«ft/fciB«iBffl 
ap-r > * -7 x -< Kimm Lrmmmtitft* *> teirv 

[0 0 7 1 ] Bf^fb^^ LT^BBW»^**v^tt«a 

m-ettf&Zo ^■m<Dj5&?mmtmitm%. ltb^ ^fb 

[0 0 7 2] -Wi LT, «a«Bg^«r*aifcfflV*Jg 
T I C*— F2 0^rfflv>^ o mile I Cfc— F2 Otcfitt 

jiaBt^oHg^a^jsR^afc, w^ft«*iii«A*eiH 
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[0073] mmtmit. 09*. t*, si»*f8£s-esc 

=L—*ftf I c*-K2 o^«|3-ry^-7i-i'X7^^ 
LTiS{t!A7^Bf<:}g£SU m&mttttfttelo ftZM 
y2-7 iL'iT.HC&m.Zftrc I C*-F2 0«, fflfg 

^a^L-T, £/£UfcBg^fbii£ilHiA7:ilE«tcSM{l 

[0 0 7 4] WtA^)S«(±, Aft^nfcBg-SffbgtSrffl 

&„ fit, ccDBt^-^^jS-r^^i6tcii^e>tifcBg^ 

p,rK?Wo a-+fti I.CA-K2 o £1flfB4M£B 
[0 0 7 5] W±tc^Lfciii#A^^ffli: LT 

t±, x^-v^xfvu • tr^-** • ;*J;><^3W 
X, ^y^7l/7h> -fry-*— , £-y^-/^;l^<D 
ft«<D«*8A7^Btcll8LT, *fgBJ!^®fflT 

[0076] (m 2 <Dmmmm) awe, vumtttt 

LT i^gpg -if i: ttjiUBf ^^rll^-a- 5 tf^rfco v ^ 
T^-r^o ^git LT I C#-F£fflV\ I C£ 
- F fc te^MSIBg^cDBi^bgt^J&^a t , ®#A^^ 
B^Sfg^a^lEIS^ftTl^h-f So SHtA^SB 

[0077] zL—ftf i c^-v^mmxti&micmm 

Bg-^cOBt^-fbii axTT'Wu i^St SrBiftiA*) 

[0 0 7 8] H®A7:SB«. SU&fg£g§fcggt*£nT 
v^gL^5S^a^fflv^Tttii^Bt^b<0fci6OBg^fb 

[0079] ^ni:iRiB#fc, *<Djmtmmt<oitii><D 
mT-Bt^b l t mti-r s . «® wt^ft© fc &<DBg-5§{b 

^E> o 

[0080] 3.-+n± i c *- v^mmmmwicmwi 
l, ionfiKA^^iifre.ttj^?nrc:^F/asiH§^THgif{bs 
nfcKjiSiBf^fborcfcoBt^fba^r, i c*— Ft* 



[o o 8 n h 2 14, a 1 <D*$immmmw 2 , ar<au 

[0 0 8 2] ® 2 {CjpL #HflB©JBI8©iffifc 

A?^B 1 0 0 fflff 1 0 1 fc, SS5#S 1 0 2 
£:> f^b^a i03t, Bg^fb^S 1 0 4 fc, Bi^fb 

mm&^m lost, sim^a 1 0 7 be»¥® 1 0 

[0 0 8 3] ttHE««#a 1 0 Hi, LT 

iaa^j&^BK-rsfcajT-fet), ss»¥ai 02&, m 

So 

[0 0 8 4] ffiF^ffc^S 1 0 3W\ MIBT ? -f ^'^ 

^'Wis^^rg^b-r^feoT-so, w^t#ai 0 

[0085] mmtmm^m 1 0 9«, MieBg^{b¥ 
p>A7D-r«>fc46cot£OT'^t), m^fuiffi^a 1 0 5 

[0086] am^a iont, mmm^it Lrcr-t v 

$Jimm*ftmctiit)-?Z>i><D?2bK). 82»*ai 0 8 
lifJIBBg^fbLfcx-r^^^'IfllB^rlfilt^tcfSiS-rS 

[0 0 8 7] ^fc, S03iE©J;dfCfi|fi)t$nfc:ljltA7Dl^ 
ifflcor!!!if«lA^73jS^:lll 307P-ft-h?:#H/«:* 5 

A^SH 0 0(i. MO^T7 7S 1 tcfcV^T, ^¥ 

[0 0 8 8] ^{C, Xf77"S 2tCii^, WtEjlif^l# 

j7*/n»*ates»'rsa»i«ia!*s«¥a 1 0 2 

ICcfc^T?, XX'V^S 3tCjt^. ft^fb^a 

1 0 3(c,t^TtufBf ? ^ ^^;l/W?B*J«fll*W*{tr 

So 

[0089] ^{Cs 7,7- -fs A\zm&, "Hijie^fbS 

nrcxV ->'^ ^'IflS^rBg^fbt-S /i 46 <OBg-^{ba^B0*§ 

itMBtft^m 1 0 9 ttatfe l < tiwas*^x*t5 
miB^^fb^nrcx-r^^^isiB^sfiiBHg^fbii^ffl^ 

TBf^fb#a 1 0 4 TWfbTSo 
[0 0 9 0] ^fc, X-r-y^S 6JCil^, SufB-rV v 7 ^ 

0 5^«koT^*-rsBg^b^NSsan=&ff 

[009 1 ] ^±IKWLfc«t^{c. **SE©©SI(Oiii(§ 
xttmc «fc ntf , Bs^b«ttB(f^{t»T*K: t*^ss 
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[0092] Lfttfot, *nMmm<Dnmxt)gim 

[0 0 9 3] CtUCi^ AMW^CD^K**-^, 

[0094] (^-mmmnmmmm) *mumm<D 
[0095] ^fc, mm\,tcmmBm<Dmm^mm-^ 

SiWiSKitDnytfa — £ (C PU*l,WiMPU) 
[0 0 9 6] £fc, CCO^, WieV7 h^x7 T (D7°n 

-<X7, ^7*, Jt«*'7 i -CX^, CD-ROM, 
[0 0 9 7] £fc, ziZ/^^ — ZmM&Zftrc-fv'fv 

->XfA) &%>\,^im<D7-7V f T— ~>a >V7 f-§OK 

§7"ny7 An- Ft±#«^©ISffifl5»fcS$ftS C t 
tea -5 &T*fc$:V\> 
[0 0 9 8] flttSShft7"py7i,3-FA , 3 

v e a - 9 nwmwm-fc— f ^ 3 > tr a - * ksbhes n 



[0 0 9 9] 

sirs «fc 5 k urc<DT\ mmtznrcmm&m^tzrc 

• U i>X * > X {Cte# : -r 5 C t & < 1/ C 
[0 10 0] £fc, *aW<0ffiO«pmfcJ:ntfs ft® 4: 

[0rfj(Dflpi&stf0J3] 

[0 1 ] *»^©I^StiOJBf8fc«sw#ft«^*iii« 
[0 2] 2|s«^oSISfi<D}B«Bfc»5BS#fb«lfll(**iiifl» 
[0 3] ^B^OIli^A^T^r^co-^J^^-r^P-T 4 -^ 

[ft*§<0tKiE] 

1 mmm 

2 CPU 

3 wmzfvy^^mt^v 

5 Hf^ffcfg 

6 ««WWimW 

7 ngP-T V^ — 7i^7 

8 SffX-r-v^ 
10 0. BDifiATl^il 

1 0 1 wm-WL 

1 0 2 

1 0 3 ttmt^m. 

1 0 4 vg^it^m 

1 0 5 us^<bajs*#a 

1 0 7 ilfg^lS 
1 0 8 

1 0 9 Bg^fta^BR^a 
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[03] 
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